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Trialog 

 Trialog accompagne 
l’innovation depuis 1987 

 Securité (depuis 2000) 

 GST-SEC, CVIS, Sevecom, 
EVITA, Preserve, Secret, 
Scoopf , ISE, CTI 

 Etude ENISA 

 Vie privée (depuis 2007) 

 Sevecom, Preciosa 

 Pripare 

 Create-IoT 
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Liaison ISO 



Standards liés à la vie privé 

 ISO/IEC 29100 Privacy framework 

 ISO/IEC 29134 Privacy impact 
assessment 

 ISO/IEC 29151 Code of practice for 
personally identifiable information 
protection 

 ISO/IEC 27550 Privacy Engineering 

 ISO/IEC 27551 Requirements for 
attribute-based unlinkable entity 
authentication 

 ISO/IEC 27552 Enhancement to ISO/IEC 
270021for privacy management - 
requirements 

 ISO 20547-4 Big data reference 
architecture: Security and privacy 
fabric 

 ISO Study period 
 Privacy in smart cities 

 Privacy guidelines in the IoT 

 

 

 Internet Privacy Engineering Network 

 Initiative EDPS 

 ipen.trialog.com 
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ISO 27550 Privacy Engineering 
Intégration des préoccupations sur la vie privée 
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Basé sur ISO 15288 System Life Cycle Processes 

 Agreement 
 Acquisition 
 Supply 

 Organisational project-enabling 
 Life cycle model management 
 Infrastructure management 
 Portfolio management 
 Human resource management 
 Quality management 
 Knowledge management 

 Technical management 
 Project planning 
 Project assessment and control 
 Decision management 
 Risk management 
 Configuration management 
 Information management 
 Measurement 
 Quality assurance 

 Technical 
 Business or mission analysis 
 Stakeholder needs and requirements 

definition 
 System requirements definition 
 Architecture definition 
 Design definition 
 System analysis 
 Implementation 
 Integration 
 Verification 
 Transition 
 Validation 
 Operation 
 Maintenance 
 Disposal 
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Processus du cycle de vie 

Processus PIA 

Le PIA est résultat de l’ingénierie 
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Analyse 
Concep-

tion 
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privée 
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ISO 27550 Privacy Engineering 
Version de travail 
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 Objectifs de l’ingénierie 
 Privacy protection properties 

 Unlinkability 
 Transparency 
 Intervenability 
 Confidentiality 
 Integrity 
 Availability 

 Processus 
 Negotiation 

– Acquisition 
– Supply 

 Organisation 
– Competence management 
– Knowledge management 

 Gestion 
– Risk management 

 Cycle 
– Stakeholders’ privacy expectation 
– Privacy principle operationalisation 
– Privacy engineering architecture 
– Privacy engineering design 
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La perspective des villes intelligentes 

29 Mars 2017 

Négocie 
accord 

Contrôleur 

Processeur 

Respecte 

Obligations 
juridiques 

Intégrateur 

Met en place un 
plan de gestion et de 
suivi 

Fournisseur 

Privacy 
engineering 

Objet (purpose) 

Privacy 
Engineering 

Objet (purpose)? 

Pratique 

Pratique 

Citoyen 

Obtient un consentement 
sur l’objet (purpose) 

Informe (transparence 
et confiance) 

Municipalité 
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La perspective de l’internet des objets 

Application 

Objet 

Interopé-
rabilité 
séman-
tique 

Vie privée 

Description des services 

Ingénierie des Applications 

Ingénierie des Objets 
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Une proposition de futur paysage 
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Communs 
29100 Privacy framework 
29134 PIA 
27550 Privacy engineering 
29151 Code of practice 
… 

Villes intelligentes 
Privacy management 

IoT 
Designing privacy 
capabilities in things 

Big Data 
Datasets privacy 
management 



Merci 
www.trialog.com 
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